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=~ Why so much?

=~ Don’t stop half way

1=~ Making intelligence intelligent

=~ Keep it. You never know !!!

=~ Share it. You’ll be amazed !!!
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Why so much? ——
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=~ Because people and systems do “stuff” every day ...

@t

=" ... and someone is seeing that ...

® vulnerable

= misconfiguration

=" ... who then interprets it ...

= malicious code

information gathering

=" ... sometimes cataloguesi it ...

= fraud
=" ... and finally shares it  intrusion attempts

® intrusions

m abusive content
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Don’t stop half way I
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=~ This means we should also collect it

= What activity are we seeing?

=" ... and give it a context ...

= What threats should | look for on my networks and
systerms and whye

=" ... apply human / technical .
resources ...

Where has this threat been seen?

= What does it do?

= What weaknesses does this threat exploit?

=" also share it ...

= Why does it do this?

=~ .. and |earn about ourselves " Who is responsible for this threat?

= What can | do about ite

in that process

Source: hitps://fstocmitre.org



Making intelligence intelligent ——
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=~ So ... with whom shall we (do we) share?
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Keep it. You never know !!!

Keep in mind:

==~ Different

* Backgrounds
* Organizational models and Objectives
* Societal perspective (risk, impact, threat, actor)
e (Personal) motivations
* “Language”
=~ Common
* Seeking Security

* Exposure to cyber threats
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Share it. You’ll be amazed !!! I
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CNCS *

Centro Nacional
de Ciberseguranca
PORTUGAL

CSIRTs =~ ESR.POL

European Cybercrime
NETWORK B E B 3 | Centre
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